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Briefing Report
Abstract

Networked Embedded Security System, generation 1 (NESS g1) is a security system based on embedded technologies (primary Microsoft Windows CE 3.0 on a x86-class CPU and with modern software technologies such as eMbedded Visual Basic) that has a centralized control and data management and storage.  This system is used to secure a building, room, laboratory or any enclosed area that requires security control and to maintain a centralized control of such area.  At its current stage, the system is approximately 75% complete.  The final 25% consists of getting the proper communication via network to occur and adding a few other key pieces that will enable our hardware to be as expandable as possible.  Details will be discussed further within this report.
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Introduction

NESSg1 is the first system of its kind.  There is no production security system that is based on the Microsoft Windows CE platform and that can communicate with already existing networks for remote control and data management and storage.  While our project is aimed to provide the function of securing an area, the essence of NESSg1 is that it can be configured for other applications since this system is scalable by the nature of the technologies that are used to construct the system.

This system is innovative, simplified in implementation due to the use of existing technologies such as Windows CE (which eliminates the concept of “reinventing the wheel” which results in a lower cost). It is expandable for further sophistication, and the essence of NESSg1 is that it will enable even a relatively non-technical user to modify the system to suit whatever their needs are (security or otherwise) with little to no lower level alteration.
Background

The origination of this project came from the interaction and fusion of ideas between the engineers of this project and Eric Johnfelt and Robert Wlodarczyk, whom both work with the State University of New York at Stony Brook, SINC Site, the primary computing facilities for the campus, when Mr. Johnfelt made it known that he was not satisfied with the existing security systems that are installed on some of the remote SINC Site areas.  He was looking for a security system that can be more scalable, robust, reliable and built on the Windows CE platform, which can also provide a centralized control over existing networks.  Based on his research, there are no systems out in the market that has all of these features.
The specific design that we chose, which will be described in further detail later, was more ideal for our purposes than any other because of the low cost and ease and rapidness of prototyping.
We were able to get this project to be co-sponsored by Microsoft in terms of financial and software and text donations.  This was made possible by Mr. Wlodarczyk, who was able to provide us with the Microsoft co-sponsorship for our project.

Overall System Functionality

Ideally, a separate NESSg1 system will be placed in each area (area and room will be used interchangeably) to be secure.  For example, if there are several SINC site, each SINC site will have its own NESSg1 unit.  Each NESSg1 unit will have its own unique ID associated with the room that it’s securing, such ID can simply be an integer number.  There will be a central database server, running Microsoft SQL 2000, which will contain a database consisting of all the users who are authorized to have access to each individual NESSg1 secured room.
A typical user attempting to gain access to a room would swipe their student identification card and enter a matching PIN number.  At that point, the NESSg1 system that they are interacting with for that particular room would check its own local database, which is running Microsoft SQL 2000 for WinCE to see if the user is present and if he/she is authorized to access the room at that particular time, among other conditions which is to be defined by the NESSg1 engineers and security administrator(s).  If the user is present in the local database, and the user met all conditions defined by the NESSg1 engineers and security administrator(s), then the NESSg1 system securing that room will disarm the siren and break-in sensor and unlocks the door latch allowing entrance.
If the user is not present in the local database, the NESSg1 securing that room will query the central database server via the Ethernet network to see if the user is present in the central database server and should be allowed access to that particular room (perhaps this user is new and is his/her first time trying to access the room and who’s account has just been added to the central database).  If that is the case, the user’s database record will be copied from the central database server to the local database in the NESSg1 system securing that particular room then NESSg1 will disarm the siren and break-in sensor and unlocks the door latch, and entrance can be made, provided that all other conditions defined by the NESSg1 engineers and security administrator(s) are met.  For example, a special flag that locks the user’s account temporary is not set to true, and such flag can be set to true because the user was caught bringing food into the lab previously.
An initially installed NESSg1 in a particular room will have an empty local database, and normal operation will take place to fill its local database.  In other words, initially all users will be checked with the local database, which is empty, and then their record will be retrieved from the central database to the local database and over time, the local database will have records of the most frequent users who access the room.
If the user can’t be found in neither the local or central database or if the record in the central and/or local database indicates that the user should not have access to the room (for any reason, such as he/she is not authorized to access the room at that particular time, or his/her account has temporary been locked), he/she is simply denied access and asked to contact the security administrator.  For any other circumstances, where the siren is not disarm, and the door opens, which will set off a break-in sensor, then the siren will go off, and NESSg1 will log such event to the central database server.  
The purpose of copying the record to the local database, and using it as a cache, is to avoid unnecessary network traffic when the same user attempts to enter the room in the future, and also for fault tolerance.  Let’s just say if the network has gone down, the local database can still let most users have access to that particular room.
If the user’s account has been deleted, or some alteration is made, the central database will synchronize with the NESSg1 system(s) that contains a record of that user.  The central database will also be capable of being controlled remotely via laptop or other mobile devices to add new users, delete users or any other alteration to the central database.  Hence, theoretically, each room secured by a NESSg1 unit can be control indirectly.
System Details
Selected Hardware 

(1) Single Board Computer (SBC) – Advantech PCM-5820-E0B1
(2) PC-104 8-Port RS-232 Module – Advantech PCM-3643-08A1

(3) Power Supply for SBC – Advantech PS-50A

(4) LCD – Matrix Orbital LK162-12-V

(5) Numeric Keypad – Grayhill Series 96 12 Key Matrix

(6) Card Swipe – Omron 3S4YR-HSR6

Windows CE Operating System and it’s Challenges
Windows CE (WinCE) will be used to operate the embedded system.  WinCE is designed to be flexible and scalable and with the idea that it is used in many embedded devices for many different applications.  The applications for one device differ from another.  For example, if WinCE were to be used in a PDA, then we would need sound functionality, Internet functionality, and whatever functionality that this PDA requires.  On the other hand, if WinCE were to be used to operate a universal remote control, then neither the sound nor the Internet functionality would be necessary, instead, it would need to work with a IF receiver/transmitter.

WinCE is designed for embedded systems and each embedded system’s hardware varies from one to another. Also, the principle of “a lighter OS is better” is vital for performance and cost factor for the system.  For these reasons, a WinCE OS can be custom “made” for a particular hardware, by using Microsoft Platform Builder.

To “make” this custom WinCE operating system for a specific hardware is a difficult and time-consuming task.  The developer would need to know how the hardware works and the architecture of the hardware in order to develop a custom version of WinCE for it.  

However this time-consuming and difficult task can be simplified by using a Board Support Package (BSP).  A BSP is a piece of software that plugs into Microsoft Platform Builder, either written by the manufacturer of the hardware, or from other companies such as Microsoft itself.  This BSP knows exactly how the hardware works and it acts as an “interpreter” between the hardware and the developer (see Fig. 1).  Even with the aid of a BSP, developing such a custom WinCE OS is still not an easy task.
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Fig. 1

Advantages of Our Selected Hardware
The SBC is what we will be using to control the LED display, card swipe, numeric keypad, door latch, and alarm, as well as to communicate to the central database server and to store a subset of database.  Clearly, the SBC is the most important entity of the project, and it is extremely hard to make the SBC itself functional.

To make this SBC functional we would need to use the BSP that comes with the SBC and develop a custom WinCE OS for it in order to get it functional.

The SBC that we are using includes a custom version of WinCE which includes all the device drivers for all the integrated devices on the SBC.  The principal advantage that we get out of this already build and included WinCE OS image is simply that it saves us time, the time which would have been needed to build a custom WinCE OS image for the SBC.  However, in order to get the PC104 8-Port RS-232 Expansion to work with the SBC, a custom WinCE Image needs to be compile using Platform Builder.

Hardware Architecture
The SBC is the single unit that controls all I/O devices, peripherals and communicates with the central database server.  All the I/O devices and peripherals are to be connected to the serial ports of the Advantech PCM-5820-E0B1 SBC (see Fig. 2), the Card Swipe Unit is connected to one of the two serial ports (the SBC has 2 serial ports without the 8-Port expansion).  The LCD has a built-in interface where the keypad is connected to and the LCD itself is connected to the SBC’s other serial port.  The SBC has an integrated Ethernet network interface card which connects to the central database server.

If we can get peripherals to work on serial connections and the fundamentals of how to use serial connection, then in theory we can connected other peripherals to the SBC, provided that we have enough serial ports, namely RS-232 (which the SBC alone has only 2 built onboard).  Because of prototyping and cost purposes, we chose not to use a door latch, break-in sensor and siren, because, that would require the building of an custom WinCE OS image that works with the PC104 8-Port RS-232 expansion, which was trying to be avoided as described above.  Instead, the program that will be written to run the entire system will indicate that “at this time the siren should go off,” “at that time the door latch will release,” etc.  The actual system that will be deploy will have the break-in sensor, door latch and siren all connected to the 8-Port RS-232 expansion running on a custom WinCE OS image.
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Fig. 2 (Bock Diagram of the entire system)
Software Architecture 
The different aspects of implementing this project are split fairly evenly between hardware and software.  The software aspect of this project consists of creating the subset database and peripheral controls.

The standard of communication between NESSg1 and the server is ADOCE (Active X Data Objects for Windows CE, which we will shorten to just ADO), Microsoft’s universal data access solution, which is based on ODBC.  ADO allows us to programmatically create and modify databases on our Windows CE system and provides a file filter that allows you to transfer databases from the desktop computer to a Windows CE–based device. The file filter is a conversion utility that enables us to import database tables from a desktop computer to NESSg1 and export ADO databases to a desktop computer.

The difficulty of implementing the software is not the algorithm; it is to implement the structure of the code in way that it is modular, and can be scalable with minimal modification to the original code.  The reason why it needs to be scalable is because this system is intended for future improvements.  Ideally, the system should be designed so that the addition of new components is as easy as possible.
Since we need not develop a custom OS for it, we do not need to use Platform Builder.  However, it is most definitely necessary to use Microsoft eMbedded Visual Tools 3.0.  In particular, eMbedded Visual Basic was the only programming language that was needed.  It allows us to construct a user-friendly interface and was the best language that we could use to utilize the full power of ADOCE and more importantly for prototyping purposes, eMbedded Visual Basic is quick and to the point .  The central database (on the server) was implemented using SQL Server 2000 for Windows and the subset database (on NESSg1) was implemented using SQL Server 2000 for Windows CE.
Discussion of Results
The start of this project was relatively slow, primarily due to hardware selection, and scheduling.  The first semester was almost completely spent carefully choosing the hardware that would optimize the robustness and scalability of the system.  Despite our relatively slow start, however, we were able to get back on schedule during the winter break and spring semester which made a great deal of progress.  

After we successfully integrated the card swipe, keypad, and display with the SBC, we were able to construct a working test script which allowed us to send and receive serial information from each device.  That verified for us that on the software and hardware end, we would be able to communicate with all three devices.  As simple as this may sound, it was a challenging task writing a script that would communicate serially on the Windows CE platform.  To add to this challenge, we ran into a lot of problems that could have been avoided such as not receiving proper documentation from hardware vendors and having incomplete or even missing parts of software.  

After that, we faced the problem of not getting SQL for CE and ADO to work with our board so that we could communicate remotely with the central database server.  We were able to write a test script on a regular Windows 2000 system which could access our central database using ADO in Visual Basic and query the central database for records meeting particular criteria.  Unfortunately, when we attempted to convert this script to work on a Windows CE version using eMbedded Visual Basic, we can’t get the NESSg1 system to access the remote database.  

For a number of weeks, we have utilized a tremendous amount of resources in order to find an answer to this problem.  At first, we strongly believed that there was a problem with our code, but after some time of “debugging” and analyzing, we believe that our code is not where the problem lies.  The next possibility that we began to explore was the Windows CE image that was installed on our SBC.  The image is the one that was included on the SBC by Advantech, which claims that it is a fully working image.  Was the image configured to work with the versions of ADO and SQL for CE that we were using?  After contacting Advantech and installing a number of images that they sent us, the same problem exists, and that is, we cannot use ADO on eMbedded Visual Basic.
In a nutshell, we have hit a brick wall with this problem.  Unfortunately, we have ran out of time and are unable to investigate this problem further.  This problem of using ADO on eMbedded Visual Basic is holding the entire project back.  ADO is the component to use in eMbedded Visual Basic that enables the system to query local and remote database, which is primarily based on ODBC technology.  We are currently in the process of finding another senior design team to pick up where we left off to complete the initial requirements for the system and to add further functionality that would make it NESSg2.
Conclusion
The engineers of this project have gained a tremendous amount of knowledge in many areas while working on this project.  The project and the idea behind it along with the technologies used are completely new and was a learning experience.  Some of the most notable knowledge that was to gain from this project was that it gave a good sense of “real world experience,” where classroom theory are prove to be not exactly perfect, and it takes true engineering skills to get it to or near perfect.  As demonstrated earlier with the dealings with vendors to provide proper documentations and software, being an engineer is not all about being technically incline, communication skills are indeed important, as so many professional engineers emphasize.  Unfortunately, the last hurdle cannot be overcome due to time limitation.  The last 25% of this project can easily be completed in a week worth of time once the problem of getting ADO to work.  While the project is officially over, the engineers will continue to work on it as a hobby and hopefully are able to find other student engineers to take over this project as NESSg2.
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