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Abstract Large wireless sensor networks can contain hundreds or thousands of
sensor nodes. Due to wireless sensor network’s properties of low-energy-efficiency,
large-scale, low cost, and lossy nature, the development of efficient routing pro-
tocols for these large and dense wireless sensor networks is an interesting research
topic. This research focuses on the design and implementation of protocols for dense
and wireless sensor networks. More specifically, we propose to combine an underly-
ing topology with Xmesh, the multihop routing strategy of Crossbow Technology’s
motes. In an effort to limit the path lengths, we propose to impose an underlying con-
nectivity graph for Xmesh. The underlying connectivity graph is a virtual topology
of the network, hence the name “topology-based routing.” Instead of being always
forwarded to the node with the best link quality among all neighbors, a packet is
being routed according to the shortest path routing of the underlying graph which
guarantees a bounded path length. Cayley graphs from the Borel subgroup have been
known as the densest degree-4 graphs and all Cayley graphs are vertex transitive. In
this work, we propose a topology-based routing for Xmesh with Cayley graphs as
the underlying topology. We show that, indeed, by imposing a Cayley graph as an
underlying graph, the average path lengths between nodes is smaller and that the
averaged power consumed is less than the original Xmesh.

1 Introduction

Wireless sensor network (WSN) consists of a large number of nodes with differ-
ent kinds of sensors, linked by a wireless medium (radio frequency) to perform
distributed sensing tasks. These networks can be applied in many environments
such as intelligent battlefields, smart hospitals, environment response systems, and
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surveillance systems. In most applications, mainly unwired power supply and com-
munication bandwidth are constrained for sensor nodes [1]. Therefore, to shorten
network lifetime and to use the limited bandwidth efficiently, researchers empha-
size energy conservation in the design and management of WSNs [2]. At the net-
work layer, finding methods for energy-efficient route discovery and relaying of
data from the sensor nodes to the base station is highly desirable. There are still
other concerns when designing WSN protocols, such as fairness, fault tolerance,
node/link heterogeneity, and network dynamics. The dynamic and lossy nature of
wireless communication poses major challenges to reliable, self-organizing multi-
hop networks. For large and dense WSN with a few hundred or thousands of nodes,
energy conservation, scalability, and self-configuration are the primary goals [3, 4].
Many protocols have been proposed for WSN [1–6].

Crossbow Technology Inc. has been one of the major vendors for wireless sensor
networks. Its powerful battery-powered platform runs on the open-source TinyOS
operating system. With this operating system, developers can control low-level event
and maintain task management. Its multihop routing protocol called “Xmesh” is a
distributed routing process [7, 8]. Routing decisions are based on a minimum trans-
mission cost function that considers link quality of nodes within a communication
range. However, there are no limits on the path length. In extreme cases and for large
networks, it is conceivable that a packet may need to hop through many intermediate
nodes before reaching its intended destination.

In an effort to limit the path lengths, we propose to impose an underlying con-
nectivity graph for Xmesh. The underlying connectivity graph is a virtual topology
of the network. Instead of being forwarded to the best link quality node among
all neighbors within communication range, a packet is being routed according to
the shortest path routing of the underlying graph. In the event that multiple short-
est paths exist, the one with the best link quality is chosen. The purpose of the
underlying connectivity graph is to impose a virtual topology that facilitates routing
and guarantees a bounded path length. An ideal underlying graph should guaran-
tee a small number of hops between nodes and should possess a simple routing
algorithm.

Cayley graphs from the Borel subgroup [9] have been known as the densest
degree-4 graphs and all Cayley graphs are vertex transitive or symmetric. Further-
more, our earlier work has shown that Cayley graphs can have very effective integer
representation and symmetric routing strategies [9–12]. In this chapter, we propose
a topology-based routing for Xmesh with Cayley graphs as the underlying virtual
topology. To evaluate the effect of imposing such a virtual topology on Xmesh,
we simulated our proposed protocol via Power Tossim, an emulator for wireless
sensor networks. We show that, indeed, by imposing a Cayley graph as an underly-
ing graph, the average path lengths between nodes is smaller and that the averaged
power consumed is less than the original Xmesh.

This chapter is organized as follow: Section 2 provides an overview of
Cayley graphs and its routing algorithm. Section 3 gives a detailed description of
our proposed topology-based routing for Xmesh. Simulation results and analysis
are described in Section 4. A summary and conclusions are described in Section 5.
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2 Routing for Cayley Graphs

2.1 Cayley Graph Overview

Symmetric, regular, undirected graphs are useful models for interconnection of mul-
ticomputer systems. Dense graphs of this sort are particularly attractive. Based on
group theoretic constructions, Cayley Graphs [13] are in this category of graphs [9].
The construction of Cayley graphs is described by finite (algebraic) group theory.

Definition A graph C = (V, G) is a Cayley graph with vertex set V if two vertices
v1; v2∈V are adjacent⇔v1= v2∗g for some g∈G where (V,∗) is a finite group and
G⊂V\{I}. G is called the generator set of the graph.

Note that the identity element I is excluded from G. This prevents the graph
from having self-loops. In this chapter, we are interested in undirected, degree-4
Cayley graphs. In other words, the generator set consists of two group elements and
their inverses. Cayley graphs are vertex transitive. Furthermore, the densest known
degree-4 graphs are Cayley graphs from the Borel group [13].

The dense property of Cayley graphs implies that they can connect a large num-
ber of nodes via a small number of hops through intermediate nodes. The vertex-
transitive property is useful for routing. It means that a Cayley graph “looks the
same from any node” which means the same routing algorithm and routing table
can be used at every node. More specifically, routing between vertices i and j can
be determined by finding paths between vertices 0 and j’, where j’ is a function of
i and j. This property is the basis for a distributed routing algorithm, the vertex-
transitive routing in [10–12]. Figure 1 is a 21–node, degree-4, Borel Cayley graph
in the integer domain.

Fig. 1 A 21-node Cayley
graph
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The graph has V = {0, 1, . . ., 20}, and the connection is defined as [9–12]:

Let V = {0, 1, . . ., 20}. For any i∈V , if i mod 3 = :

0: i is connected to i+3, i−3, i+4, i−10; mod 21
1: i is connected to i+6, i−6, i+7, i−4; mod 21
2: i is connected to i+9, i−9, i+10, i−7; mod 21

2.2 Shortest Path Algorithm for Cayley Graph

To implement Cayley Graph into Xbow’s motes, we implemented an algorithm for
path searching to find the shortest path between any two vertices. In [5], each vertex
has 4 degree, 2 for incoming communication and 2 for outgoing communication. In
this chapter, the two incoming and two outgoing channels merge into one channel
for single half duplex transceiver. Therefore, there are multiple choices of shortest
path selecting in terms of hops. For example, in Fig. 2, there are two shortest paths
(with a hop count of three) from noted 0 to node 9.

Fig. 2 Tree view with node 0
as root

Inspired by Dijkstra and “On-Demand Route Discovery” algorithms [14, 15], we
chose an algorithm that combines depth-first-search [16] and breadth-first-search
[17]. Below is the description of the algorithm that we use to generate routing tables
for all nodes. A routing table at a node stores the optimal outgoing links from that
node to all other nodes. Because of the vertex-transitive property of Cayley graphs,
routing tables for all the nodes can be generated by a simple integer mapping of the
routing table from node 0 Table 1 [9–12].
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Table 1 An algorithm to generate routing tables for all nodes

• Step 1: Initialize the four possible paths and corresponding distance of each node with infinite
numbers.
• Step 2: Starting from the four nodes j directly connected to node 0 (distance = 1), Breadth-first

search the nodes below these four nodes with the recursive function.
1) While the depth of searching ≤ log4(n)+ 1, do 2).
2) If next connected node j1/j2/j3/j4 is not visited through this link a/b/c/d, in other words,

distance = infinity, and j1/j2/j3/j4 is not root of this tree, go to the following procedure:
a) Update the distance and path information for node j1/j2/j3/j4;
b) Find the next four connected nodes of node j1/j2/j3/j4, flag this link a/b/c/ /d, call

procedure 1).
• Step 3: Among the paths of each node, select the those with minimum distance, and flag those

corresponding links in routing table for the tree with node 0 as root.
• Step 4: Manipulating the vertex transitive formula given by [12, 22, 23], generate the routing

table for other vertices.

3 Topology-Based Routing with Xmesh

3.1 Introduction to Xmesh

The multihop routing protocol, Xmesh [7], is implemented in a TinyOS application
called Surge. Xmesh is a distributed routing process that has three local processes:
link quality estimation, neighborhood management, and connectivity-based route
selections. The link quality estimator estimates the link quality of all nodes within
communication range. The neighborhood management process decides how the
node chooses neighbors for paths. Link estimation and neighborhood management
build a probabilistic connectivity graph. The routing process then builds topologies
upon this graph. These three processes together form a holistic approach with the
goal of minimizing total cost and providing reliable communications. The core com-
ponent of Xmesh is the neighbor table which contains status and routing entries for
neighbors; its fields include MAC address, routing cost, parent address, child flag,
reception (inbound) link quality, send (outbound) link quality, and link estimator
data structures.

The Component of Parent selection is running periodically to select one of the
potential neighbors for routing. A packet has fields for parent address, estimated
routing cost to the base, and a list of reception link estimations of neighbors. When
a node receives a route message already in its neighbor table, the corresponding
entry is updated. If not, the neighbor table manager decides whether to insert the
node or drop the update. Originated data packets, such as outputs of local sensor
processing, are queued for sending with the parent as the destination. Incoming data
packets are selectively forwarded through the forwarding queue. To avoid cycles the
corresponding neighbor table entry is flagged as a child in parent selection. Dupli-
cate forwarding packets are eliminated. When cycles are detected on forwarding
packets, parent selection is triggered with the current parent demoted to break the
cycle.
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3.2 Topology-Based Routing with Xmesh

In our proposed topology-based routing with Xmesh, we use a Cayley graph as an
underlying topology for Xmesh routing. In Xmesh, a packet is forwarded to an inter-
mediate node that has the best link quality within the communication range of the
source node. The packet will be forwarded until it reaches its intended destination.
In extreme cases and for large networks, such multihop routing can result in long
path length, i.e., a packet will go through large number of intermediate nodes.

By routing packets in Xmesh according to an underlying graph, we can impose
a limit on the path length. In our proposed topology-based routing, a packet is for-
warded to an intermediate node that has the best link quality among neighbors of an
underlying graph. By imposing a topology on forwarding packets, the path length of
the message is bounded by the diameter (maximum of the minimal distance) of the
graph. Obviously, it is important to choose an underlying graph that is dense (small
diameter for large number of nodes). We choose to use Cayley graphs as the under-
lying topology because of its vertex-transitive and potentially dense properties.

The vertex-transitive property of Cayley graphs enables us to use the same rout-
ing table at each node. A routing table is first generated off-line that stores the opti-
mal outgoing links from node 0 to all other nodes in the network. An outgoing link
is optimal if it contributes to a shortest path between the source and the destination.
This routing table of size O(nδ), where n is the number of nodes and δ is the degree
of the graph, is stored at every node. A vertex-transitive mapping formula [9–12] is
used to identify the appropriate entry in the routing table to determine what are the
optimal outgoing links.

4 Simulation Results and Analysis

4.1 Power TOSSIM

We implement the topology-based routing (based on Cayley graphs) for Xmesh
in the TinyOS sensor network emulator, Power TOSSIM [18]. It is an extension
to TOSSIM, a scalable simulation environment for wireless sensor networks, that
provides an accurate, estimation of node power consumption. Power TOSSIM can
capture the detailed, low-level energy requirements of the CPU, radio, sensors,
and other peripherals based on the Mica2/Mica2dot/MicaZ sensor node platform
of Crossbow Technology Inc [19]. Our implementation is based on Power/Radio
Model of Mica2 in Power TOSSIM and the operating frequency is 915 MHz

4.2 Simulation and Results

To evaluate the effect of topology-based routing for Xmesh, we compare the per-
formance of three different routing strategies: original Xmesh, Xmesh based on
Cayley graphs and shortest path routing, and Xmesh based on Cayley graphs but
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with random selection of routes. For the original Xmesh, a packet is forwarded to
intermediate nodes with the best link quality. For Xmesh based on Cayley graphs, a
Cayley graph is the virtual topology of nodes in the network, packets are forwarded
to intermediate nodes that is part of the shortest path between the source and the
destination. In the event that multiple shortest paths exist, the best quality link will
be chosen. For Xmesh based on Cayley graphs and random selection of routes, a
Cayley graph is still the virtual topology of the networks, but packets are randomly
forwarded to one of the neighbors of the virtual topology.

As an example, for a 21-node network, a packet is being sent from source node 0
to node 9. Using the original Xmesh routing strategy, the packet will be forwarded to
intermediate nodes with the best link quality from source node 0. Using the Xmesh
based on the 21-node Cayley graph (Fig. 2), the packet will be sent to either node
3 or node 4, depending on the link quality between nodes 0 and 3, and nodes 0
and 4. Using the Xmesh based on random selection of routes, the packet will be
randomly forwarded to any one of node 0’s neighbors, i.e., nodes 3, 4, 18, or 11. We
expect that, in general, messages routed according to Xmesh based on Cayley with
shortest path routing to have the shortest path length, while that of random routing
will impose longer path lengths.

These three routing strategies were simulated via Power TOSSIM for networks
of sizes 21, 55, 110, 253, and 465 nodes. The simulation scenario is that each node
continuously sends packets to the base station (node 0) at the transmission rate of
38.4 kbps with the packet size of 46 bytes. These numbers are used according to the
specification of MICA2 motes by Crossbow Technology Inc.

By comparing these three strategies, we can see the effect of imposing a virtual
topology on Xmesh. We expect the strategy of Xmesh based on Cayley with shortest
path routing to have shorter path lengths than that of the original Xmesh. By impos-
ing the Cayley topology with a random routing strategy, path lengths generated will
be longer than the original than the original Xmesh.

All simulation were executed for the same amount of virtual/simulated seconds
and with the same random seed and with the same random location deployment for
networks of the same size regardless of their routing strategies. The radio model
in Power TOSSIM sets the bit error rate between motes according to their location
and various models of radio connectivity. We used the CC1000’s “Empirical” radio
model.

4.3 Power Consumption Analysis

To compare the power consumption required for the different strategies, Fig. 3
plots the averaged power consumption versus different network sizes. The aver-
aged power consumption is the average of the total power consumption for all
nodes in the network. Among the three strategies, the random routing strategy
consumed the most power, while the topology-based (Cayley) on X-mesh con-
sumed the least power. This is expected as the averaged path lengths for the Cayley
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Fig. 3 Average power consumption for different routing strategies

21-node 55-node 110-node 253-node 465-node

Cayley 2.65 3.01 3.95 5.84 6.91
Surge 2.81 3.55 4.53 6.27 7.46
Random 2.93 3.84 4.98 6.93 8.04

strategy is the shortest and that of the random (Cayley based with random routing)
is the longest.

As expected, the averaged power consumed grows with the size of the network.
Furthermore, the differences among the three strategies also grow with the size of
network. For the small size network with 21-node, Cayley and Surge are about the
same. For the largest size network, 465-node, Cayely’s averaged power consumed is
about 93% that of the original Xmesh (Surge). The difference is a consequence of the
path lengths of the three routing strategies. Figure 4 plots the averaged hop counts
among the three strategies for the different size networks. Indeed, the topology-
based with random routing (Random) has the largest hop count, whereas the Cayley
with shortest path routing (Cayley) has the shortest hop count. Furthermore, such
difference grows with the size of the networks.

To further analyze the power consumption among the three different strategies,
Fig. 5 plots the histogram of the energy consumed for the 55-node network. From
the histogram, we observe that the Cayley strategy has a wider energy distribution
than that of the original Xmesh (Surge) and the random case. For Cayley, the range
is from 10,000 to 13,000 mJ, whereas the original Xmesh has a narrow peak around
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13,000 mJ. As for the topology-based with random routing (Random), the range of
the power consumption is between 12,700 and 13,300 mJ. Based on this result, we
can conclude that the Cayley strategy conserved power but impose a wider energy
distribution among nodes in the network. This implies that some nodes of the net-
work may “die” first before others. To further investigate on this point, we com-
puted the normalized standard deviation of energy consumption among nodes in a
network for the three different routing strategies. Indeed, we found that the standard
deviation for the topology-based routing with shortest path (Cayley) has a standard
of deviation between 6 and 7% for different network sizes, whereas those of the
Xmesh (Surge) and random (Random) routing is about 2%.

5 Conclusions

In this chapter, we have proposed a topology-based routing for Xmesh that com-
bines the dense and vertex-transitive property of Cayley graphs. The dense property
of Cayley graphs implies that path lengths are shorter and that the vertex-transitive
property allows the same routing strategy and routing table be used at every node.
Through the Power TOSSIM emulator, we implemented our proposed protocol for
the Mica2 motes from Crossbow Technology Inc. [19]. Our simulation result for
network size ranges from 21-node to about 500-node showed that the proposed
topology-based routing consumes less power than the original Xmesh strategy. Fur-
thermore, this power saving advantage of the proposed protocol increases with the
network size.
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