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Absiract— QoS routing mechanisms allow users identify paths that can
accommodate their performance requirements and reserve the necessary
resources. An important problem is how to conduct such resource alloca-
tion efficiently, not only from the single-connection, but also from the ret-
work point of view. We propose the use of pricing mechanisms as a means
to regulate the users’ decisions in a networkwide efficient manner. Focus-
ing on QoS architectures that employ rate-based schedulers, we formulate
a congestion-based pricing scheme. We establish the structure of the corre-
sponding user-optimal response, i.e., a path selection algorithm that satisfies
the user’s requirements at minimal cost. We show that the underlying non-
cooperative game among users has a unique equilibrium, for any particular
choice of price functions. Then, we establish the existence of incentive com-
patible price functions, which drive the network into an equilibrium point
that coincides with the optimum of a social function. Specifically, these
price functions are the derivatives of the social function. We then extend
our results to the case in which users can identify only sub-optimal paths,
as is often the case with multiobjective path optimization.

Keywords— QoS Routing, Networking Games, Pricing, Rate-Based
Scheduilers.

I. INTRODUCTION

Broadband integrated services networks are expected to sup-
port raultiple and diverse applications, with various quality of
service (QoS) requirements. Accordingly, a key issue in the de-
sign of broadband architectures is how to provide resources in
order to meet the requitements of each connection, and, more-
over, how to meet that goal in a networkwide efficient manner.
The establishment of efficient QoS routing schemes is one of
the major building blocks in such architectures. QoS routing
has been the subject of several studies and proposals (see, e.g.,
[11, [51, [91, (18], [22], [26], [29] and references therein).

One of the major problems in the establishment of a connec-
tion with QoS guarantees arises from the need to map end-to-
end requirements, such as delay and/or jitter, onto local (nodal)
requirements, which would indicate how to reserve resources
along the route. The ability to derive such a mapping depends
to a large extent on the scheduling policy and service discipline
employed at the nodes. Such disciplines are characterized by
bounds on the maximal delay that any node can incur, and hence
a corresponding bound on the end-to-end delay can be derived.
This way, the routing problem can be formulated as identifying
the path that has the best performance according to that bound
and with respect to the QoS requirement. Recent studies have
proposed schedulers that map delay guarantees into rate require-
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ments and have each node advertise its residual rate [8], [24],
[30]. The Guaranteed Service Class proposed for the Internet
[28] is based on such rate-based principles. Based on the prop-
erties of such schedulers, several recent studies [10], {111, [18],
[22], [26] have analyzed algorithms for computing paths that
satisfy end-to-end delay bounds. In particular, it has been shown
in [10] that for a given connection with an end-to-end delay con-
straint, the existence and identity of a feasible path can be ob-
tained through up to M executions of a standard shortest path
algorithm, where M is the number of network links. In [18],
[26] it was shown that, through this scheme, one can accommo-
date additional connection requirements such as jitter.

An important problem that has not been sufficiently addressed
in the literature on QoS routing is that of efficient allocation
of resources, namely “rates” or “bandwidth”, not only from the
single-connection, but also from the network point of view. In
particular, while each connection! can choose the path between
source and destination along with the corresponding bandwidth
reservations, the network provider/manager typically aims at an
allocation of resources that is deemed efficient with respect to
the overall network performance. The underlying assumption in
previous studies on QoS routing is that efficient usage of net-
work resources can be enforced through appropriate choice of
pricing strategies. What constitutes “efficient” resource utiliza-
tion and how it can be achieved through pricing mechanisms are
still open problems. Both these open problems are addressed in
the present study.

Pricing as an allocation mechanism that makes decentralized
decisions compatible with overall efficiency has been studied in
the context of queucing systems; see, e.g., [20]. In computer
networks, pricing has been receiving increasing attention from
both the research and the corporate world, mostly due to the ex-
plosive growth of the Internet, which is evolving from a heavily
subsidized network to a commercial enterprise [S], [13], [14],
[16], [171, [19], [23], [27]. The research community has taken
a normative approach, proposing usage-based pricing mecha-
nisms that will motivate the users to adopt a social behavior,
e.g., by regulating their traffic, or by requesting lower grade of
service. Network providers, on the other hand, will benefit from
using network-efficient pricing schemes, but at the same time
are interested in mechanisms that first generate profit and sec-

1The terms “connection” and “user” are used interchangeably.
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ond are more appealing to the end users than the mechanisms of
their competitors.

The intetface between the performance- and the market-
oriented approach to pricing, is one of the main factors that will
define the future evolution of public networks — networks where
access is not restricted to members of an enterprise — such as
the Internet. In an attempt to delineate this interface, various de-
bates have arisen within both communities. There seems to be
a consensus, though, that some type of usage-constraining pric-
ing is necessary mainly due to congestion considerations. In the
present study we do not attempt to enter these debates, Rather,
within the framework of the normative approach, we demon-
strate how pricing strategies can be used to drive the network to
an operating point that is deemed efficient with respect to the
overall network performance.

More specifically, we consider a general network with nodal
schedulers that belong to the rate-based class as described in the
specitication of the Guaranteed Service for IP. Each connection
is characterized by its source-destination nodes, maximal packet
size, maximal burst, and an upper bound on the end-to-end de-
lay. The properties of rate-based schedulers allow the derivation
of an upper bound on the end-to-end delay of a connection when
it is routed over a given path at a given reserved rate.

There is a cost associated with reserving a unit of rate over
a link, which is the price of the link. Focusing on congestion
pricing, we assume that the price of a link is a function of the
aggregate rate reserved at the link. Each connection is estab-
lished so as to minimize the total usage cost while satisfying
its end-to-end delay constraint. The interaction among the var-
ious connections that decide independently on their individual
routing strategies can be modelled as a game [6], [21]. Any op-
erating point of the network is a Nash equilibrium of that game,
that is, a collection of routing strategies from which no user has
an incentive to deviate unilaterally.

Link price functions are determined by the network
provider/manager. The goal of the manager is to drive the users
to a Nash equilibrium that is efficient from the network’s point
of view. More specifically, we assume that efficiency is defined
as minimizing a global (social) cost function that quantifies the
overall network performance and is the sum of link cost func-
tions. The manager seeks a pricing strategy that enforces a
unique Nash equilibrium that minimizes this social cost func-
tion. Any such pricing strategy is called incentive compatible.

We investigate the structure of the QoS-routing game and
show that, for any given set of link price functions (conforming
to a set of general assumptions), it has a unique Nash equilib-
rium. Moreover, we establish a set of necessary and sufficient
conditions for a feasible (link) flow vector to be the equilibrium
of the game. Having established these results, we turn our at-
tention to the problem of incentive compatible pricing strate-
gies. We show that if the network manager imposes link price
functions that are equal to the derivatives of the link cost func-
tions, the unique equilibrium of the QoS-routing game coincides
with the network optimum. We note that this type of price func-
tions have been known to enforce the network optimum when
the users implement a much simpler class of optimal routing
strategies, such as in transportation networks [4].

In the sequel, we turn our attention to connections that con-

duct multiobjective, constraint path optimization. A typical set-
ting is to identify a path that minimizes some target function,
e.g., administrative costs, while observing one or more con-
straints, such as end-to-end delay and jitter. For this setting we
show that the previous results about the routing game and the
incentive compatibie prices still apply. These results are based
on the assumption that the users are able to determine optimal
routes that provide both delay and jitter guarantees. However,
such multiobjective path optimization problems are, in general,
NP-complete [7], therefore optimal routing solutions are pro-
hibitively complex. On the other hand, there are efficient ap-
proximation schemes which provide e-optimal solutions within
polynomial time complexity (see, €.g., [12]). This means that
users can be expected to make not self-optimizing but only sub-
optimal decisions. This situation presents a harder challenge for
network management, as the response of users to management
schemes becomes unpredictable. An important question is, then,
whether there is still a pricing scheme that drives the network to
an efficient operating point. We indicate that the answer is affir-
mative. Moreover, we show that the required prices are exactly
those that correspond to the standard scenario of self-optimizing
users.

The rest of the paper is structured as follows. In Section II
we present the QoS-routing model and formulate the problem
of incentive compatible pricing. Focusing on end-to-end de-
lay constraints, in Section III we investigate the structure of the
QoS-routing game and study the problem of incentive compat-
ible pricing. The multiobjective path optimization case is con-
sidered in Section IV. Conclusions are presented in Section V.
Due to space limits, proofs are omitted from this version, and
can be found in [15].

II. MODEL AND PROBLEM FORMULATION

We consider a network G(V, L), where V is the set of nodes
and £ C VxVisthesetof links, and let N = |V|and M = |L].
We denote by H the maximal possible number of hops (links) in
apath. For any link | = (u,v) € £, define S(I) =w and T'(l) =
v. Considering a node u € V, let In(v) = {l : T(I) = u}
denote the set of its ingoing links, and Out(v) = {I : S(I) = u}
the set of its outgoing links. Each link ! € L is characterized by
the following parameters:

« A maximal rate (capacity) R;, which the link can offer to a
new connection. When a new connection with a rate r < Rj is
established through link , the value of R; becomes R; — r.2

« A constant delay dy, related to the link’s speed, propagation
delay and maximal transfer unit. Without loss of generality, we
assume that d; takes integer values.

Connections belong to a set Z = {1,2,...,I} of “types” A
connection (of type) ¢+ € I is characterized by the following
parameters:

« asource node s* and a destination node ¢/,

« abias o, related to the connection’s maximal burst,

« amaximal packet size ¢,

« an end-to-end delay QoS requirement D?, which, without loss
of generality, is assumed to take integer values,

« a bandwidth QoS requirement %

21f the maximal available rate is a nodal property, then we associate it with all
its outgoing links.
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A connection should be routed through some path p between
the corresponding source and destination nodes. We shall de-
note by n(p) the number of hops of a path p, and by r(p) its
maxirnal available rate, that is, 7(p) = min;ep R;. We assume
that the scheduling policy in the network belongs to the rate-
based class [8], [24], [30], as in the specification of the Guar-
anteed Service for IP [28]. Accordingly, when a connection % is
routed over a path p with a reserved rate r < r(p), its end-to-
end delay is upper bounded by:

lep

Let Di(p) = D(p,r(p)) denote the minimal possible value
of Di(p,r), which shall be referred to as the guaranteed de-
lay of p. A path p between s’ and ¢* is said to be feasible for
connection i if D*(p) < D? and r(p) > b’. Paths that cannot
accommodate the bandwidth requirement of the connection can
be eliminated, thus the bandwidth constrained can be treated as
absent. Therefore, denoting by of(p) = %ﬁ% the min-

lep
imal rate that satisfies the delay constraint of connection ¢ on

path p, the feasibility of a path can be defined as follows.

Definition I.1: A path p between s® and t* is said to be
feasible for a connection (of type) 4, if D* > Z,ep d; and
r(p) > a’(p). Let P? denote the set of all feasible paths for
that connection.

The arrival process of type ¢ connections with source node u
and destination node j is some ergodic process with rate ~% (5).
We assume that there is an infinite number of type ¢ connections,
each with infinitesimally small rate. There is a usage cost w; as-
sociated with reserving a unit of bandwidth on link € £ that
will be referred to as the price of the link. The total cost for re-
serving bandwidth r over path p is, then, 7 3°, ., w;. Each user
makes its routing decisions (choice of path(s) between source
and destination and corresponding reserved rate) independently,
according to its individual QoS requirements and cost consider-
ations. More specifically, each connection is established so as to
minimize its total cost, while satisfying its delay constraint.

The price for usage of a link is the same for all connections
and depends only on the aggregate rate reserved on the link.
More specifically, if f; denotes the total rate reserved by all con-
necticns on link [, then the cost for reserving a unit of band-
width (price) on the link is w;(f;). f; will be referred to as
the “flow” on link {, It is important here to note the underlying
dynamics of the network; users choose feasible paths accord-
ing to link prices, which, in turn, are functions of the aggregate
rates reserved on the links, thus depend on the choices made by
the users. This dynamic behavior can be modeled as a nonco-
operative game. An equilibrium of the network, that is, a link
flow distribution £ = {f; : | € £} where prices and aggregate
rates remain unchanged, is a Nash equilibrium of the underlying
QoS-routing game.

The set of network equilibria depends on the link price
functions that are determined by the network manager and/or
provider. Depending on the way the network is financed and the
market structure, the manager/provider might choose prices ac-
cording to various objectives that combine, in general, the aim to

operate the network efficiently and, at the same time, generate
revenue. in determining prices, the structure of the user com-
munity, as well as competition by other providers should also be
taken into account. We do not attempt to address all these is-
sues here. Rather, we aim at a rigorous investigation of pricing
strategies that lead to efficient utilization of network resources.

Network efficiency is typically defined as achieving an oper-
ating point that minimizes a global (social) cost function J(f)
that quantifies the overall network performance: the higher
J(f), the lower the network performance under f is. We fo-
cus on social cost functions J(f) = >, . Ji(fi) that are the
sum of link cost functions, where the cost of link ! depends only
on the total flow f; on the link and satisfies the following.
Assumptions G:

Gl. J; : [0, Ry] — [0, 0] is continuous.
G2. J; is increasing and strictly convex.
G3. J; is continuously differentiable.

Under Assumptions G, there exists a unique operating point
that minimizes .J, which shall be referred to as the network op-
timum. The goal of the network manager is 10 determine a pric-
ing strategy (collection of price functions) {w;(f;) : I € £} that
provides incentives to the users to make choices that lead to a
unique network equilibrium which coincides with the network
optimum.? Any such pricing strategy is called incentive com-
patible. Here, we concentrate on price functions {w;(f;)} that
satisfy the following.

Assumptions P:

P1. w;(f;) is nonnegative.

P2. w; : [0, Ry] — [0, oo] is continuous.
P3. wi(f;) is increasing.

Existence of incentive compatible pricing strategies is inves-
tigated in the following section. It is shown that an incentive
compatible pricing strategy of the manager always exists and its
structure is specified explicitly.

As already explained, each connection is established so as
to minimize its total cost while satisfying its QoS constraint.
Till now, we have only considered connections with end-to-end
delay constraints. In general, a connection might have multiple
QoS constraints, for example, end-to-end delay and jitter. The
underlying QoS-routing game and the related pricing problem,
under multiple QoS constraints, are investigated in Section I'V.

Throughout the papet, we assume that the network can ac-
commodate the total offered load, i.e., that there is a stable net-
work operating point f, in the sense that f; < R; for all links
lel.

III. INCENTIVE COMPATIBLE PRICING STRATEGIES

In this section we investigate the existence of incentive com-
patible pricing strategies, that is, price functions {w;(f;) : | €
L} that induce a unique network equilibrium that coincides with
the network optimum. To do so, we first need to analyze the
structure of the QoS-routing game for given link price functions.

3Depending on the pricing scheme, the network might have multiple equi-
libria, a unique equiltbrium, or no equilibrium at all. Evidently, the manager
would avoid pricing schemes that prevent the network from reaching an oper-
ating point. Similarly, schemes that lead to multiple equilibria are, i general,
undesirable, since the operating point of the network depends on its initial state
and there is no guarantee that it is the equilibrium that corresponds to the desired
point.
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For ease of exposition, we consider first, in Subsection ITI-A, the
simple case of a homogeneous network. The results are extended
to the case of a general network in Subsection III-B,

A. Homogeneous Network

Consider a network with homogeneous connections — i.e.,
D' = D, o' = g and ¢ = ¢ — and homogeneous links —
ie., di = d - that will be referred to as a homogeneous net-
work. Denote by v, (j) the aggregate (arrival) rate of connec-
tions between a source node u and a destination node j. Let
a = %“;"Tfi, i.e., o™ denotes the minimal rate required by a
connection over an n-hop path.

Let us start by studying the routing problem faced by a user.
Given a set of nonnegative link prices {w;},* the routing prob-
Iem of a type ¢ user can be defined as follows.

Homogeneous Network — User Problem (HU):
Find a path p* € P* that achieves the minimum:

2 2
tep™ 1ep

It is easy to see that Problem HU is solved by the following
algorithm.
Algorithm HU:
I Forall1 < n < L, run a Bellman-Ford shortest-path al-
gorithm [2], with respect 1o the metric {w;}, in order to find a
shortest path p”, among those that have at most n hops. De-
note: W™ = 37w,
2. Lefn* = arg min; ¢, . D oW, The required path is p* =

p

*

n

We now proceed to characterize the structure of the QoS-
routing game. Considering the network at equilibrium (as-
suming that one exists), denote by v7(j) the aggregate (ar-
rival) rate of connections from source node u to destination
node j, which ate established over m-hop paths. Similarly,
let f*(j) be the aggregated flow over a link [, correspond-
ing to connections destined to node j, which are routed over
paths for which link [ is the n-th hop away from the destina-
tion. By a slight abuse of notation, define the link flow vector
f={ffj):1<n< L,leL eV} Similaly, define
y={0G):1<n < L u,j €V,u+#j} Flow vectors f
and ~ must satisfy the following feasibility constraints.
Constraints FH:
LL.YjueVu#j4,V1<n< % : Zvevf{}v(j) =
vey () + 73(3‘)0/2
2. ViueVu#j: LT () = v():
3.VjeV,V(u,v)eL,VI<n<E: fr(j)>0;
4 VjueVu#j¥l<n< D) >0

The first constraint is a flow conservation constraint; it states
that ), oy fuw(5), .., the aggregate flow to a destination j for
which a node u is at the starting-point of the n-th hop, is equal
to the sum of ) ~ri(4), i.e., the aggregate flow to j for

vEY Jvu
which node w is at the end-point of the (n + 1)-st hop, plus

“4Recall that there is an infinite number of connections each with infinitesi-
mally small rate. Thus, the routing decisions of a single user do not affect link
prices, which can be treated as constants with respect to the user optimization
problern.

ve(j)a”, ie., the aggregate rate of connections established be-
tween u and § over n-hop paths.” The second constraint simply
states that each connection should be routed over some path.
The third and forth are obvious nonnegativity constraints. Let
FH denote the set of feasible flow vectors (£, +) for the homo-
geneous network, i.e., those that obey the above four constraints,
Let (f,4) be an equilibrium flow vector. Then, the total flow
onany link [ € £is fy = YL417' 5., £7(). By Algo-
rithm HU, it is clear that a path chosen by a user is a short-
est n-hop path with respect to the metric {w,;(f;)}, for some n,
1<n< %. This observation leads to the following equilibrium
conditions:
Yu,j € V,u # j,Vv € Out(u),V1 <n < %:

ngs :wuv(fuv)'f')‘ﬁ_l(j) s f:v(j)>0
W){ <wao(fu) + A1, fa(=0 @
Vu,jEV,u#j,Vl§n<%:
v o] =A@, (G >0
W0 e B0 ®
AMG) = XN () = 0. 4)

The equilibrium conditions can be explained as follows.
A(4) is the minimal equilibrium price for reserving one unit
of rate over an n-hop path between a source v and a destination
J» expression (2) simply states that, among paths with the same
number of hops, users will prefer those with minimal per-unit
rate prices. Ay(j), in turn, is the minimal equilibrium cost for
establishing a connection between a source « and a destination
Js expression (3) is just a restatement of the observation made
above.

The structure of the QoS-routing game in a homogeneous net-
work is given by the following theorem.

Theorem I11.1: In a homogeneous network, for any set of
link price functions {w;(f;)} that satisfy Assumptions P:

1. There exists a unique equilibrium flow vector (f,~) € FH.

2. Conditions (2)—(4) are necessary and sufficient for equilib-
rium, that is: a flow vector (f,) € F7 is an equilibrium if and
only if there exist finite numbers {AR(j) : 1 < n < 2 u,j €
Vou # 5} and {M(j) : u,j € V,u # j}, such that (2)—(4)
hold.

We now turn our attention to the manager’s problem, The

manager aims at enforcing the network optimum, i.e., a flow
vector (f, +y) that minimizes the social function J(-) over the set
of all feasible flow vectors. The manager can only decide upon
link price functions {w;(f;)}. According to Theorem IIL.1, each
choice of a set of link price functions that comply with Assump-
tions P induces a unique network equilibrium. Therefore, the
problem faced by the network manager can be stated as follows.
Homogeneous Network — Manager Problem (HM):
Find a set of link price functions {w,(#,)) that satisfy Assump-
tions P and lead to a network equilibrium, which coincides with
the network optimum, i.e., a flow vector (£,~) that solves the
Jollowing problem.

5Indeed, such connections arrive at rate 47 (), and each requires a reservation
of & units of rate.
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Minimize:

JE) =Y J(f) = ZJl

leL lel

j M“‘”
i

5o

subject to Constraints FH.

Before we investigate the existence of incentive compati-
ble pricing strategies, let us first prove the following proposi-
tion, which characterizes the structure of the network optimum
through a set of necessary and sufficient conditions.

Proposition IIL1: Given a social cost function J(+) that con-
forms with Assumptions G and a homogeneous network, a flow
vector (f,~) is the network optimum if and only if there exist
(Lagrange multipliers) {A2(j) : 1 < n < Z,u,j € V,u # j}
and {\.(j) : u,j € V,u # j}, such that the following (Kuhn-
Tucker) conditions are satisfied:

Yu,j € V,u# j,Yv € Out(u),Y1 <n < &

Azu){ = Ty () +X7NG) LSRG S0 )

-<-J1Iw(fuv)+’\2_1(j) ’ f{}v(j)=0
Vu,j EV,u#jVi<n< L
s nd =a0)e” , 7G) >0
wo{ 23t | T 0 ©
X7 (5) = X () = 0. )

Theorem IT1.1 and Proposition IT1.1 imply that link price func-
tions {J/(fi)} lead to a unique equilibrium that minimizes the
social cost function. We have, thus, established the main result
of this subsection.

Theorem I11.2: For link price functions w;(f;) £ Ji(f1),
[ € L, the flow vector (f*,~*) that minimizes the social cost
function J over FH is the unique equilibrium of the homoge-
neous network.

The implication of Theorem II1.2 is that, by setting link price
functions that are equal to the derivatives of the social cost func-
tions, the manager can drive a homogeneous network to the re-
quired social optimum,

B. General Network

We consider now the general case, i.e., general connections ~
with values D?, g%, ¢t — and general links — with values d;. Let
ambt = 08 wherel <n < H,i € Z,and 1 < d < D,
i.e., a™%i is the minimal rate required by a type-i connection
established over a path of » hops and total constant delay d.

Again, we start by studying the routing problem faced by a
user. Given a set of nonnegative link prices {w; }, the routing
problem of a type-¢ user in a general network can be defined as
follows:

General Network — User Problem (GU):
Find a path p* € P* that achieves the minimum.:
ot + n(p)ct

min ———————— E wy.
3 k2
peP Di— Zlep dl lep

The above problem belongs to a class of combinatorial path
optimization problems with rational objective functions. That

class has been investigated in [10], where a polynomial solu-
tion was established. The complexity of that solution, when ap-
plied to our case, is O(N%M log(N %‘;‘I’]‘l’ﬁﬁ‘{l—D )). Although
the complexity here is higher than in the homogeneous case, it
is still of a reasonable polynomial rank. Thus, just as in the ho-
mogeneous case, users can be expected to identify their optimal
paths, given a set of link prices. To summarize:

Proposition I11.2: Problem GU is solvable through a poly-
nomial, O(N‘ZM(log(N’I’::J;’E;—zID’)) algorithm.

We now proceed to characterize the structure of the QoS-
routing game in a general network. Considering the network ar
equilibrium (assuming that one exists), denote by y»4i(j) the
aggregate (arrival) rate of type-¢ connections from source node
u 10 destination node 5, which are established over g)aths withn
hops and total constant delay d. Similarly, let f;***(j) be the
aggregate flow over a link [, corresponding to type-¢ connections
destined to node j, which are routed over paths, for which link
l is the n-th hop away from the destination and the total con-
stant delay on the remainder of the path is d. By a shght abuse
of notation, define the link flow vector £ = {f;" diy 1<
n< HieI0<d<DilecL,je V. Slmﬂarly,deﬁne
y={ydi():1<n< Hi€Z,0<d<D,u,jeV,u#
7}. Flow vectors f and + must satisfy the following feasibility
constraints.

Constraints FG:
LVYiLVjueVu#5,Y1<n<HV0<d<Dh

ng&d’i(j) Z n+1 Jdtdyu,i )-I—’)’Z’d’i(j)an’d’i;

veY vEV

2 Vi VjueVu#i Yo Sl vmbiG) =46
3.V, VieV,V{uv) € LLY1I<n< HV0<d< D

fn ,d, z( ) > 0;
4. VjiueVu#jV¥1<n<HVY0<d< D ymbi(5) >
0.

The above constraints are similar to the set of constraints FH,
except that now we differentiate flows not only according to the
destination and remaining number of hops, but also according to
the connection type and remaining units of constant delay. Let
FG denote the set of feasible flow vectors (f, ) for a general

network, i.e., those that obey the above four constraints.
Let (f,~) be an equilibrium flow vector. 'Then the total flow

onany linkl € £is fy = X0 | Yier Soiro Sien FPH0).
We observe that a path chosen by a user (i.e., that solves Prob-
lem GU) has a minimal price among paths between the same
source and destination with the same number of hops and con-
stant delay. This implies that chosen paths have the following
local optimality property: if p1 and pe are two paths between a
node u and a destination node j, each of n hops and having the
same propagation delay d (that is, 3¢, i = Ytep, 4 =D,
and if py is a subpath of a path chosen by some user whose
destination is j, then 37, wi < 37, wi. This observation
leads to the following equilibrium conditions:

Vi, Vu,j € V,u # j,Yv € Out(u),V1 <n < H,V0 <d <
Dt

A9 { = wuo(fuo) + Xy "HIT00(G)  fiyti() > 0
v < Wy (fuv) + Ag—l’d_dw G o & z(]) = 0(8)
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Vi,Yu,j € V,u #34,¥1<n < HV0 < d < D'

. — )\n,d(j)an,d,i ’Yn’d’i(j) >0
2
>‘u(.7) { S )\Zl,d(j)an,d,i ’Y%’d’i(]‘) =0 (9)
AP = Xg) = 0. (10)

The equilibrium conditions can be explained as follows.
A4 (4 is the minimal equilibrium price for reserving one unit
of rate between a source » and a destination j, over a path with
n hops and constant delay d; expression (8) simply states that,
among paths with the same number of hops and constant delay,
users will prefer those with minimal per-unit rate prices. A% (),
in turn, is the minimal equilibrium cost for establishing a con-
nection of type ¢ between a source » and a destination j; expres-
sion (9) is just a restatement of the observation made above.

The structure of the QoS-routing game in a general network
is given by the following theorem.

Theorem II1.3: In a general network, for any set of link price
functions {w;(f;)} that satisfy Assumptions P:

1. There exists a unique equilibrium flow vector (f,v) € FG.
2. Conditions (8)—(10) are necessary and sufficient for equilib-
rium, that is: a flow vector (f,~) € FG is an equilibtium if and
only if there exist finite numbers {A%%(j) : 1 < n < H,0 <
d < max;er Diu,j € V,u # j}and {N(§) : i € T,u,j €
V,u 5 j}, such that (8)—(10) hold.

We now turn our attention to the problem of the manager.
As before, the manager aims at selecting link price functions
{wi(f1)} that enforce the network optimum, i.e., a flow vector
(f,~y) that minimizes the social function J(-) over the set of all
feasible flow vectors. According to Theorem IIL.3, each choice
of a set of link price functions that comply with Assumptions P
induces a unique network equilibrium. Therefore, the problem
faced by the network manager can be stated as follows.
General Network — Manager Problem (GM):

Find a set of link price functions {wy(f1)} that satisfy Assump-
tions P and lead to a network equilibrium, which coincides with
the network optimum, i.e., a flow vector (£,+) that solves the
Jollowing problem.
Minimize:

H D*-1

JO =0 =>_ 40> 3 Y 406)

el leL i n=1 d=0 jEV

subject to Constraints F§.

The following proposition characterizes the structure of the
network optimum through a set of necessary and sufficient con-
ditions.

Proposition I11.3: Given a social function J(-) that conforms
with Assumptions G and a general network, a flow vector (f, ~y)
is the network optimum if and only if there exist (Lagrange mul-
tipliers) {A24(5) : j,u € V,u # j,1 <n < H0<d <
max;er D'} and {A\y(5) : j,u € V,u # 7}, such that the fol-
lowing (Kuhn-Tucker) conditions are satisfied:

Vi,Yu,j € V,u # §,Yv € Out(u),V1 <n < HVl <n <
H,V0<d< D%

w(ﬁ{ = Ty (Fun) + X270 () fBE() > 0
u < Tl (fun) + A1 (5) faﬂﬂ(y)=(oll)

Vi, Yu,j € V,u# j,¥1<n < HY0<d< D"

o = )\n,d(j)an,d,i ,Yn,d,i(j) >0
¢ u R u
Wo{ S | ()20 02
XPA(G) = M) = 0. (13)
We have thus established the main result of this section.
Theorem I11.4: For link price functions
A
wi(fr) = Jj(f), L€ L, (14)

the flow vector (£*,-*) that minimizes the social cost function
J over @ is the unique equilibrium of the general network.

Again, the implication of Theorem ITI.4 is that, by setting link
price functions that are equal to the derivatives of the social cost
functions, the manager can drive a general network to the re-
quired social optimum,

Remark IIL.1: It is important to note that, while the equilib-
rium conditions (8)-(10) are stated with a considerably large
number of variables, namely O(max;ez D'+ H - N - M) La-
grange multipliers, the optimality problem faced by each user
is of polynomial size, as established by Proposition IIL.2. Sim-
ilarly, the large number of variables with which the optimality
conditions (11)~(13) are stated has no implication on the man-
ager: as established by Theorem II1.4, the size of its strategy,
i.e., optimal price vector, is just O(M).

B.1 Special Cases

The general network model, formulated above, includes the
following cases of special interest.
o Saturation: Suppose that each link has a “capacity” ¢;, and
the goal of the manager is to avoid link saturation, i.e., f; should
be kept below ¢;. This case can be accommodated by choos-
ing any price function wjy, which complies with our standard
assumptions, and, in addition, satisfies limy, ., w;(fi) = o0.
o Exponential prices: Taking a competitive analysis standpoint,
It has been indicated that it is a good practice to route connec-
tions over paths that minimize the sum of link weights, each
being some exponential function of the relative load on the link
(see, e.g., [25] and references therein). In our framework, im-
plementing this indication would correspond to choosing link
prices that are some function F(-) of an exponent of the rel-
ative load J:—f, where ¢; stands for the capacity of a link [;

te., wi(fi) = F(eg), where F(-) should be increasing and
(weakly) convex.

o Elastic demand: Suppose that a user may choose not to estab-
lish a connection, say of type ¢, when the incurred price is too
high, say higher than some value wi .. This environment can
be modeled in our framework in the following way. Consider
each traffic demand +% (5), i.e., type-: traffic between a source
u and a destination j: add a fictitious node s?, which becomes
the new source of v (5); connect s* to s through a fictitious link
(s*,s), and set d,i, = w,, = 0, i.e., (s%, 8) has zero constant
delay and zero price; connect s¢ to j through a fictitious link
(8%, 7), and set dyuy = D — (0% + %), Wy s = Why,,. Itis easy
to verify that a connection of type 4, to destination j, can be (fic-
titiously) established over the direct link (s¢, s) with a single unit
of reserved rate and corresponding price w? ,; thus, whenever

0-7803-5420-6/99/$10.00 (c) 1999 IEEE



the connection cannot be established over the real network at a
lower price, it is deferred to the fictitious link, hence modeling
an actual cancellation.

» Target operating point: In some cases, the target operating
point might be specified explicitly, rather than implied by some
social cost function. An easy way to accommodate such cases
in our framework is as follows. Given a target operation point
£*,% choose the following price functions: wi(fy) = f; — f7
Indeed, the unique minimum of the cost function J;' = [ wj dfy
is £*. By Theorem IIL.4, this is also the network’s unique equi-
librium point. Intuitively, w] discourages the over-utilization of
a link, by imposing (positive) tolls when f; > f;*; whereas when
fi < ff, an incentive is given to use that link, in the form of a
“back payment” to the user. Once equilibrium is reached, the
price over all links is zero.

C. Big User

Suppose that, except for the (infinitely) many (infinitely)
small users, there is one “big” user, i.e., with a non-negligible
amount of flow. For example, consider a network service
provider that implements its infrastructure on top of the consid-
ered rietwork. It is easy to verify that, in the presence of such a
user, our regular pricing scheme will not work. Intuitively, such
a user should take into account the externalities imposed by its
routing decisions, i.e., the effect that each connection has on
the rest of the user’s flow. Hence, its optimal policy is different
than that implied by Problem GU. In this subsection we devise
a pricing scheme for the big user, which, together with the reg-
ular scheme elaborated for small users, constitute an incentive-
compatible pricing strategy.

The arrival process of type ¢ connections corresponding to the
big user, with source node u and destination node j, is some er-
godic process with rate v2+4(j). Considering a network at equi-
librium, denote by y2-™i(5) the aggregate arrival rate of type-
connections corresponding to the big user, with source node u
and destination node j, which are established over paths with n
hops and total constant delay d. Denote by fE the aggregate
flow of the big user on link I. Then, f{2 = f, — fF is the
aggregate flow of all other (small) users.

We impose on the big user a pricing scheme {wl }, which
depends both on the aggregate link flow f; and on the user’s
flow f2, ie., wf = wP( fl , fi). Given such price functions,
and given f~B, the big user’s problem on a general network can
be stated as follows.

General Network — Big User Problem (GBU):
Minimize:

ZwlB(le7fl) =

Ii

wlB (lea l—B)

leL
H D'—1 .
PILTEODD I DD DF ()1 )
lel i mn=1 d=0 jeV
subject to:

6£* must be feasible.
TWhile these functions do not comply with Assumption P1, our analysis can
accommodate a relaxation of that assumption.

LYiVjueVu#5,¥1<n<HV0<d< D

Z Bndz(j) Z Bn+1,d+duv,z(j)+,andz(J)andz
vEV veEV

2. Vi VjueVuj Nl Tist yBmdi() = 4B
3Vi,VjieV,V(uv)eLVI<n<HV0OJd<D%
Fam i) 2 6 ,
4 VjueVu#jV¥1l<n< HV0<d<DY
BER() 2 0

Problems GM and GU remain the same, except that now the
~-values include the connections of both the small users and the
big user.

Consider the following price functions:

wf (f2, f) = T(f) — Ju(fi = £P).

wP(fP, i) charges the big user for the increment
. In[15] we

(15)

Intuitively,
in the function J; induced by its aggregate flow le
establish the following result.

Theorem II1.5: Let the price functions imposed on the small
users be as in (14), and the price functions imposed on the big
user be as in (15). Then, the flow vector £* that minimizes J(f)
over FG is the network’s unique equilibrium.

IV. INCENTIVE COMPATIBLE PRICING STRATEGIES FOR
MULTI-OBIECTIVE PATH OPTIMIZATION

We turn to consider the case where a connection needs to ac-
commodate additional constraints, besides end-to-end delay. In
order to concretize the discussion, we focus on jitter constraints,
and denote by 7! the maximal end-to-end jitter constraint of a
type ¢ connection.

As before, we assume that the scheduling policy in the net-
work belongs to the “rate-based” class [28]. Accordingly, when
a connection 7 is routed over a path p with a reserved rate
r < r(p), the following upper bound 7¢(p,r) on the end-to-
end jitter applies:

T T
ri(p,r) = TR
r
Let 7 (p) = 7¢(p,r(p)) denote the minimal possible value of
1¢(p, ), which will be referred to as the guaranteedjitter of p.
Accordingly, a path p between st and # is said to be feasible
for connection 5 if D*(p) < D%, 7(p) > b, and i (p) < 7%; as
before, we can disregard the bandwidth constraint b%. Let:

(16)

ot +n(p)¢ o'+ n(p)c
DS d

denote the minimal rate that satisfies both the delay and the jit-
ter constraints of connection 5 over path p. The set P? of paths
between source s* and destination ¢* that are feasible for a con-
nection (of type) 7 is defined as in Definition II.1, where o’ (p)
is given by eq. (17). Therefore, the QoS-routing problem faced
by a user 4 can be stated as follows.

Jitter—Delay Problem (JD):

Find a path p* € P? that achieves the minimum:

o' (p) ) an

= max(

)2

lep

min (0 + n(p)c )max(

peP! 7’ Dt —

Zlep
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Proposition IV.1: Problem JD is NP-Complete.

The above sitnation is typical of multi-objective path op-
timization. These problems are, in general, intractable, but
solvable through pseudo-polynomial algorithms, based on dy-
namic programming principles. A pseudo-polynomial solution
for Problem JD would incur a time complexity of O(D*M H).
If users could be expected to afford such a solution, the equilib-
rium conditions would be the same as (8)—(10), only that o™ %
now becomes:
ot +nct ot +nc

i ' Di— zlép dy

Proceeding as before, it can be shown that theorems I11.3 and
1I1.4 hold here too, i.e., the manager can lead the users to the
(system’s) optimal point by setting w; = J;. However, pseudo-
optimal solutions are usually prohibitively complex for connec-
tion establishment. We thus conclude that, when facing both
delay and jitter constraints, users cannot be expected to iden-
tify their optimal solutions. This means that we cannot establish
equilibrium conditions that are based on user-optimality con-
siderations. On the other hand, such multi-objective path opti-
mization problems have efficient approximation schemes, which
provide e-optimal solutions within polynomial time complexity
(e.g., [12], [22] and references therein).

In the following, we investigate the possible design of effi-
cient pricing schemes when users employ such e-optimal ap-
proximations. In order to concretize the discussion, we focus
on approximations that are based on scaling techniques [12]. In
our context, that means that users replace the original set of link
prices {w; } with a new set {i; } of scaled values. Compared to
prices {w; }, scaled prices {;} take values in a smaller set, thus
reducing the size of the problem. To simplify the presentation,
we assume that there is a lower bound wyy,i, On the price that can
be imposed on a link (per unit of rate). By considering the scaled
prices {i; } and running an appropriate (dynamic-programming
based) algorithm, a user can identify a feasible path whose price
is at most 1 + € times larger than the optimal value. Time com-
plexity varies among the various algorithmic versions, however
it is polynomial in the input size (N, log D?) and linear in £.

The structure of the QoS-routing game is similar to the sim-
pler case of Problem GU. Equilibrium flow vectors f and - must
satisfy the feasibility constraints FG. The equilibrium condi-
tions are identical to (8)—(10), where {w.,(fuv}) are replaced
with { @y (fuv) }-

Let Ji(fi) £ [@i(fi)df; and J(£) & ¥, Ji(fi). Follow-
ing the same steps as in the analysis of Problems GU and GM,
one can prove that Proposition II1.3, and Theorems III.3 and
1114, hold in this case too, but for link price functions {@;(f;)}
and a social function J{f). In particular, this means that the net-
work has a unique equilibrium (?, 7), which minimizes the cost
function J over FG.

The relation between @; and w; depends on the precise scal-
ing method used by the user. A general (and quite conservative)
bound is the following:

wi(fr) < @i(fi) < wi(fi) + ewmax (19)

where w5 is an upper-bound on the price of a link under a net-
work flow that is fairly close to the optimum £*; in other words,

n,d,i

@ = max( ). (18)

it is a bound on the price at a link under reasonable congestion
conditions. Consequently, we obtain the following result.

Theorem IV.1: For link price functions w;(f;) 2 Ji(fi),l €
L, the network has a unique equilibrium (f,7), for which the
following relation holds:

JE <JE) -1+ e%ﬁ). 20)

As prices can be expected to take small values, i.e., around

Wmin, al operating points that are in the proximity of £*, we
conclude that the ratio %‘:ﬂ: is typically small. Hence, the above
theorem establishes that, by setting link price functions that are
equal to the derivatives of the social cost functions, the manager
can drive the network into an efficient equilibrium.
Remark: Consider a general constrained path optimization
problem, in which links are characterized by flow-sensitive costs
{ci(f1)} and constant delays {d;}, and users attempt to identify
paths of minimal cost while obeying an end-to-end delay con-
straint D. That is, the user problem is to identify a path p such
that ;. .is minimal while } 3., d; < D. Under this seiting
there is no direct dependence of path costs and delays — as op-
posed to Problem GU where the two values depend on the rate —
making the problem NP-complete. Hence, users are expected to
employ suboptimal approximations, The analysis in this section
can accommodate this general scenario, by simply dropping the
dependence on the hop count, setting w;(f;) + ¢(f;) on all
I € £, and setting the a™%* values to 1.

V. CONCLUSION

QoS network architectures that employ rate-based schedul-
ing mechanisms have been widely investigated, and eventually
consolidated into concrete proposals, e.g., [28]. However, the
efficient consumption of rates throughout the network remained
an open problem, whose successful resolution is a requisite for
the successful deployment of such architectures. In this study
we established a novel solution methodology, based on a load-
sensitive pricing mechanism,.

Congestion pricing, as a network management tool, has been
proposed in the past, both in the context of best-effort commu-
nication networks (e.g., [16], [19]), as well as in the (rather sim-
ilar) context of transportation networks [4]. A novelty of the
present study is to consider congestion at the rate reservation
level, and price rates accordingly. A major complication in such
a framework is that the path optimization problems faced by the
users are considerably more complex than in a best-effort (or
transportation) network, Indeed, in the latter, the user’s routing
scheme consists of a simple shortest-path computation; while
with QoS routing, the user’s scheme has been shown to be much
more complex, in particular when rate-based schedulers are in-
volved [18], [22], [26]. Moreover, many QoS routing problems
are intractable, hence only sub-optimal solutions can be sought.
Yet, we have shown that, in spite of these difficulties, simple and
efficient pricing schemes can be constructed.

More specifically, we considered the employment of a pric-
ing scheme that is based on rate consumption and depends on
the aggregate reservation at the various links. Investigation of
the users’ response to such prices revealed the existence of a
unique network equilibrium. Consequently, we established a
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fundamental result; in spite of the complexity of the QoS rout-
ing schemes employed by the users, the network manager can
drive the system into social optimum, by employing a simple
pricing scheme. The corresponding incentive compatible prices
are the derivatives of the social function. It is remarkable that the
solution is as simple as in the much simpler setting of a single-
class transportation network {4]. Moreover, we indicated that
other related problems of special interest can be accommodated
as special cases of our general setting.

Our study is also the first to consider the relation between
pricing schemes and multi-objective path optimization. Specifi-
cally, we established the intractability of the related QoS routing
problem when both pricing optimization as well as delay and
jitter requirements are considered. The implication of this re-
sult is that, in general, users cannot identify their optimal paths,
however we indicated that e-optimal solutions can be expected.
Accordingly, we established that, under certain conditions, the
manager can still drive the network to an efficient operating
point. Moreover, the corresponding pricing scheme is the same
as in the standard setting, i.e. when users do identify their opti-
mal paths. We generalized our analysis to multi-objective path
optimization problems that are not necessarily related to rate-
based schedulers.

An important implication of our results is that the manager
does not need to know the exact characteristics or behavior of
the network users. Specifically, the manager does not need to
be aware of the specific values of the connection parameters and
QoS requirements, neither it should know the exact structure of
their QoS routing schemes. Moreover, the manager can choose
to neglect some of the link properties, such as the constant de-
lays. Indeed, the pricing solution is insensitive to all these, and
depernds solely on the corresponding social function.

Some important issues remain for future investigation, One is
the incorporation of such pricing schemes in actual protocols.
Another issue of practical importance is the dynamic behav-
ior and convergence properties of these schemes. Some related
simulation work is currently being performed. In addition, we
conjecture that better performance bounds can be established
for the multiobjective (e-optimal) case. While much is yet to
be learned and understood, we believe that the findings of the
present study provide encouraging support for the deployment
of incentive compatible pricing schemes in rate-based QoS net-
work architectures.
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